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Shocks and disruptions to supply chains are becoming increasingly com-

Resilient maritime |OgiStiCS: mon and putting to test shipping, ports, and their hinterland connections.
Understand riskS, respond and adap’[ Building critical supply-chain resilience through more robust maritime

transport and logistics is imperative.

-

https://resilientmaritimeloqgistics.unctad.org/
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> The process towards: ResilienceMaritimelLogistics.org

COVID-19 and maritime transport:
Impact and responses
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COVID-19 and
Maritime Transport:
Impacts and
Response, 2020

COVID-19 and
Maritime Transport:

Navigating the crisis
and lessons learned,
2021

https://unctad.org/sy
stem/files/official-
document/dtitlbinf20
20d1_en.pdf

https://unctad.org/pu
blication/covid-19-
and-maritime-
transport-navigating-
crisis-and-lessons-
learned
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8.Les imestissements préws inchient- i des investssements wsant & aténuer
Vimgactdes perturbatians futures 1 & misuy sy préparer 7

Survey COVID-19
and Maritime
Transport: :
Resilience and
Preparedness, 2021

COVID-19 and
Maritime Transport:
Regional webinars
2020-2021

Africa, Asia & LAC

BUILDING CAPACITY TO MANAGE
RISKS AND ENHANCE RESILIENCE
A Guidebook for Ports

UNCTAD COURSE
Ports and Maritime Supply Chain Resilience

cOVID-19
RESPONSE

Guidebook for ports,
2022

Building capacity to
manage risks and
enhance resilience

Training:

Ports and Maritime
Supply Chain
Resilience
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https://unctad.org/meetin
g/webinar-covid-19-and-
maritime-transport-
disruption-and-resilience-
africa

https://resilientmaritimelogi
stics.unctad.org/sites/resilie
ntmaritimelogistics/files/20
22-
O08/UNCTAD_TCS_DTL_INF_2
022_3%20WEB_23%20Augu
st.pdf

https://resilientmaritimelogi
stics.unctad.org/training/un
ctad-course-ports-and-
maritime-supply-chain-
resilience
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BUILDING CAPACITY TO MANAGE
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A Guidebook for Ports
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PART I

= Key concepts and approaches to risk identification, assessment, and management, response and
recovery measures.

= A stepwise methodology

= A Toolbox for Port Risk Management and Resilience-Building

PART I
= Expands on Part | and further details the various hazards and risks that can disrupt activity.

PART Il
= Case studiesrelaying disruption experiences from different regions
= Compilation of good practices and lessons learned.

PART IV

= Definitions and concepts

= List of relevant resources

= More information on the Port Risk Management and Resilience-Building Toolbox




Some key takeaways

= Hard to predict the next disruption; But a future disruption remains a certainty.

= Disruptions hinder transport & logistics ability to deliver trade & link supply chains.
= There are challenges to resilience-building (uncertainty, costs, trade-offs/priorities).
= Resilience better promoted when seen as a competitiveness factor (vs a cost).

» Resilience building needs to become a “default” feature.

= A new paradigm: preventive & proactive strategies (vs reactive)

= UNCTAD Guidebook provides some guidance in this respect.




@UN M
trade X

& development

UN 4

UNCTAD

trade X
& development and restore operations to a level
similar to - or even above -
a baseline, as well as adapt to
changing conditions, as it continues
to develop and transform.

A resilient port can cope with shocks,
absorb disruptions, quickly recover




Figure 10: Port risk factors and challenges to resilience
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A Stepwise Approach to Resilience

PORT RESILENCE BUILDING PROCESS

STEP KEY ISSUES
: Natural Disruptions
0 Identify Hazards I Anthropogenic Disruptions
2 Assess Vulnerability and Risks
2 g
Impacts 'é'-', Exposure and Impacts
- Z
V3 JR(D Y Cloborate Response and TO Infrastructures |G
. Mitigation Options o S
5 T 2]
- Prioritization Analysi 8
Prioritize Options rioritization Analysis «uw

Resource Allocation

L

Deployment
Review

e |—T—| Implement and Review

UNCTAD. BUILDING CAPACITY TO MANAGE RISKS AND ENHANCE RESILIENCE : A Guidebook for Ports, 2022



Step 1:

o IDENTIFY HAZARDS Provide a list of likely hazards
Natural Disruptions Anthropogenic Disruptions

Extreme Weather Events
 Hurricanes |

Geopolitical
Political Instability

Infrastructure Failures | Equipment Failures

Port and Channel Blockage

Trade Restrictions

Theft and lllicit Trade

Information Technologies
IT Failures Cyberattacks

Industrial Accidents

Geophysical Disruptions

Earthquakes Labor

Geomagnetic Storms

Labor Shortages

Tsunamis Landslides

Safety

Climate Change Economic and Financial

Sea Level Rise | Water Cycle Disruptions Demand Shocks [ Inflation  J Shortages

Capital Availability

Outbreaks
Pandemics

UNCTAD. BUILDING CAPACITY TO MANAGE RISKS AND ENHANCE RESILIENCE : A Guidebook for Ports, 2022



Step 2:

(2 ‘0};/0 ASSESS VULNERABILITY & IMPACTS

Risk Category Risk Positioning and Propagation Risk Prioritization
Operational Reduced or unavailable capacity, Critical consequences for port
d ga [

maritime shipping services. chance to take place.
Important consequences for port

operations. Reasonable but difficult to
predict chance to take place.

Competitive
Customers and markets

Revenue generation and costs

Governance
Control, planning and monitoring m Reduced or unavailable capacity,
Reputational performance and reliability of “Black Swan”

hinterland services (road, barge, rail).

Average Priority

Reduced or unavailable capacity,
performance and reliability of port

services. Low Priority

Could have consequences for port
operations. Small and unpredictable
chance to take place.

Deviates beyond what is normally
expected. Very rare but of high

Public and customer perception impact.
Cumulative Single event impacting several risk categories. ' TOOLKITS

Compounded 5;3;;2??3:;:%; DUEIEst el ey e Tools and methods used to identify and prioritize risks.

UNCTAD. BUILDING CAPACITY TO MANAGE RISKS AND ENHANCE RESILIENCE : A Guidebook for Ports, 2022



ELABORATE RESPONSE & MITIGATION MEASURES

For each risk

prioritized in Step 2

Infrastructure Preparedness RISK MANAGEMENT Processes Preparedness
Infrastructure, superstructure, or any physical
assets that would be required to mitigate the

expected risk of port disruption.

Change or improvement in the management
and human resources that would be required
to mitigate the expected risk of port disruption.

Infrastructure Absorption,
Response and Adaptation

Infrastructure, superstructure, or any physical Post-Event

assets that would be required to recover from a
disruption impacting the port post-event.

EVENT/CRISIS MANAGEMENT Processes Absorption,
Response and Adaptation

Managerial and human resources to be
mobilized to recover from a disruption
impacting the port post-event.

TOOLKITS

Tools and methods used to elaborate response and mitigation measures.

UNCTAD. BUILDING CAPACITY TO MANAGE RISKS AND ENHANCE RESILIENCE : A Guidebook for Ports, 2022



Step 4:

(4 JX¢=M PRIORITIZE MITIGATION & RESPONSE MEASURES

Economic Valuation Analysis Resource Allocation

Cost of inaction Financial resources
Proactive versus reactive Managerial resources
Low hanging fruits Labor resources

TOOLKITS

Tools and methods used to prioritize mitigation and response options.

Opportunity cost

UNCTAD. BUILDING CAPACITY TO MANAGE RISKS AND ENHANCE RESILIENCE : A Guidebook for Ports, 2022



Step 5:
(5 J==ll IMPLEMENT, MONITOR & REVIEW

Deployment —— Timeframe Implementation
* Inertia in business models
Opportunities & Obstacles « Digitalization of business models Short or immediate DELAYS
. * Unfamiliar business models Withi
m Technological « Lack of risk data and guidelines Al el IEels
e PYLeare - Lackof definitions and metrics Within three years
. * Lack of standards
Regulatory « Limited incentives More than three years

Review Level of effectiveness Lessons from failures

UNCTAD. BUILDING CAPACITY TO MANAGE RISKS AND ENHANCE RESILIENCE : A Guidebook for Ports, 2022



Measuring resilience:

Figure 24 : Resilience-related variable and metrics

ROBUSTNESS REDUNDANCY VISIBILITY

Deviation from normal throughput Reserve capacity (equip. and workforce) IT to track operations

Continuation of operations Energy and utilities backup IT to track equipment and workforce

Stability of operations Reserve capacity for demand surges Business data intelligence

Effect of multiple disruptions

FLEXIBILITY COLLABORATION AGILITY

Adjust delivery schedules to disruptions Interact with key stakeholders Respond to uncommon customer requests

Adjust workforce to disruptions Develop objectives with key stakeholders Respond to changes

Port users can adjust capacity Develop synergies with key stakeholders Workforce able to perform diverse tasks

INFORMATION SHARING RECOVERY

Relevant information with stakeholders Quick response to disruptions Financial ability to recover

Timely information with stakeholders Effective response to disruptions Lessen the cost of disruption

Accurate information with stakeholders Available contingency plan Lessen the cost of recovery

UNCTAD. BUILDING CAPACITY TO MANAGE RISKS AND ENHANCE RESILIENCE : A Guidebook for Ports, 2022



Mitigation and Response

RISK MANAGEMENT CRISIS MANAGEMENT CONTINGENCY PLANNING

« Horizon scanning * Incident response « Additional equipment, parts
« Planning and coordination ( ' ) * Business continuity plan/ and materials

% 4 » Training and exercises management » Management and workforce
» Continuous improvement * Recovery * Port supply chains

* Crisis communication

IMPROVING INFRASTRUCTURE pamg IMPROVING SUPERSTRUCTURE

HAZMAT REPORTING

\VI

« Infrastructure hardening &G * Terminal handling « Inventory of hazardous
0\, - Additional footprint and capacity equipment materials on port facility
A\ « Access channels and basins S * Warehouses and » Reporting system
BEEE - Hinterland connectivity A technical buildings
« Utilities
SATELLITE FACILITIES ) TRAFFIC DIVERSION CYBER-RESILIENCE
» Container depots « Alternative port or * Access control
* Dry ports terminal » Data security
. Off-si.te offices | « Alternative mode or — ¢ Network security
« Terminal relocation corridor * Operational security

UNCTAD. BUILDING CAPACITY TO MANAGE RISKS AND ENHANCE RESILIENCE : A Guidebook for Ports, 2022



Main Toolbox

TOOLKIT

o Governance Enabling Framework

TIMING OF ACTION
EVENT Post-Event

Port resilience efforts led/supported by top management with appropriate governance measures.

Q Enterprise Risk Management EVENT Post-Event

Integrated and coordinated approach to all the risks faced by the port.

03] vorion Scanning R _Procuent

Systematic examination of information to identify potential threats, risks, emerging issues, and
opportunities allowing for better preparedness around risk mitigation and policy setting.

G Business Impact Analysis

Systematic process to determine and evaluate the potential effects of an interruption to port
operations as a result of a disaster, accident or emergency.

e Scenario Planning

Assert control over uncertainty by identifying future assumptions and determining how the port will respond.

UNCTAD. BUILDING CAPACITY TO MANAGE RISKS AND ENHANCE RESILIENCE : A Guidebook for Ports, 2022



Main Toolbox
(6 ] Business Continuity Management

|dentify risks threatening the port, analyze their potential consequences, and support efforts to
prepare for and recover from disruptive incidents when they occur.

0 Risk Registry and Metrics EVENT Post-Event

Risk registry: Record of the risks faced by a port, including controls currently in place, additional
controls, and responsibility for control activities. Metrics: Appropriate measures to track progress.

e Incident and Crisis Management EVENT Post-Event

Application of strategies designed to help a port deal with a sudden and significant negative event.

9] Third Party Risk Tools

Tools that can be used to improve a port’s resilience in respect of third-party risks (procurement).

10] InsuranceRisk EVENT ] Post-Evernt

Insurance industry offers the opportunity for a port to transfer some of its risks and often provide
relevant risk advisory services.

UNCTAD. BUILDING CAPACITY TO MANAGE RISKS AND ENHANCE RESILIENCE : A Guidebook for Ports, 2022



UNITED NATIONS CONFERENCE ON TRADE AND DEVELOPMENT

UNCTAD COURSE
Ports and Maritime Supply Chain Resilience

OBJECTIVES AND FORMAT

The training which will be delivered online and on-site,

depending on needs, will allow participants to:

* Gain a general overview of the maritime supply
chain.

* |Improve awareness of the strategic role of
maritime supply chain for trade and development.

» Understand the risks and disruptions facing the
maritime supply chain, and potential implications.

BACKGROUND

OBJECTIVES AND FORMAT

handie more than 80 par cont of glotal morchseckso kade
by vohune. Supply chan dsrup causad by

such as economic orises, wars, natural disastors, cyber
socurty incdonts, mmmum

The ranng which wil be defivered onfine and on-site,

depending on needs, wil allow participants 10:

= Gan ageneral sew of the supply
dhan

. e of the gic role of

supply chan o tracko and dovalopmont,

of ports and WPOn as an iy
nmu-mn-ammu-mmmm-
workd trade and cormmercial activities.

With developing countnes baing mags phayers in mantime:
transport and trade and with winessbie coonomees such
s small skand doveloping Stales (SI05) and landiockod
Mun m (LLDCs) both depend on welk-

» Undorstand the risks and disruptions facing the
manime supply chan, and poloniiad imphcations.

= Pecome familar with risk management and
resiience concepls.

= | cam what actions are required 1o befter prepare

for ther access 0 desupive ovonts, and rocover
mmmﬂmmmmd * Dovolop the capacty 10 plan for emergency
Imm,llnnlmnu'dmnddu;nh.dlnm andd 1o infograteo riak rmanagos
Mf' a lopr muﬁ-ipoa-un!;hs
Irperaiive. * Loam about tools and instruments that can hap
The spread of the COVID- 19 par hesaviy 1 d wage rsks and bulld reslience.
the ransport and logistics industry, inchudin

ransport. mmwmmm
mmmﬂismwwm
buid thor propaee, respond, and
mmhmmmmmmmm
supply chons,

Become familiar with risk management and
resilience concepts.

| earn what actions are required 1o better prepare
and anticipate disruptions, manage nsks, respond
to disruptive events, and recover.

Develop the capacity to plan for emergency
responses and to integrate risk management

into redevant processes and plans.

| earn about tools and instruments that can help
manage risks and build resilience.

COURSE STRUCTURE AND CONTENT

1ho courso contans six modules. I &5 wgponiod by e
aocompanyng mulinoda leciures and suggesiod addond
mﬁqmmuumadn'nmm The course &

d by the nk n UNCIADS
Wmﬁm(ﬁnﬂybmlﬂs
A Gudebook kor Ports”, analytical reports, dala and slalisics,
mmwmmwmm
wil i S0ome concopls and apy

MODULE 1:
[l h to the supply chan

= Ports: Dotiedtion, typos and usors.

MODULE 2

Defining and understanding reslience

= Concopts and defriions.

= Resiience and what it means for the mantime
supply chan

= Resiionoe for ports and their hintertand
CONMOCHONS.

» Tronds and rocont disnuptions: The caso
Tor rosiionon bulkding and propesodnoss.

« Koy stakeholders for marntime supply chan

MODULE 3

Disruptions and impacts

= Undorstanding the risks and tho poloned desuplions.
Impacts on shippeng lnos.

« lmp on d ndd
nland transpont operations.

MODULE &
Case studies: disrup P
and approaches to resi
» Selected case studes of port disruptions from

» Proactive and reactive reslience.

= Type of messures: Pre-evant, during the event,
post-event.

= sk Management and Port Reslience Toolbox.

= Koy phayers and kyers of inforvention.

» Cross custing conmdorasions and onabiling lactors,

» oo of Government: Nasional, Hogional and | ocul,

Ports 35 a resdience-building platiorm

= Reslence by-design.

= Heshence by-nlervention.

» Omher ssues: Port Dovelopment, Stratogie Plannng
and Vison, Port Francng and evestment, Hrivale
Sector Participasion, Srmart and Sustsinable Ports.

TARGET AUDIENCE

The course targets &l stakeholders with a role in butiding the
mariene supply chan resience, n particular, pokcymakers
with resporsiiity in (he fiekds ol ports, shipping, and hinler-
land transport operations.

CERTIFICATE OF COMPLETION

A UNCIAD corticato of complotion wil bo dobvorod at the
and of the course.
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